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1 Ilepe4yeHb cOKpaleHuil

[Tepedens cokpaiieHnii 1 TEPMUHOB MPUBEICH B Tabnumax 1 u 2.

Ta6muma 1 — [lepeyeHs TEPMUHOB.

Tepmun Onpenenenue
Cucrema Axuent — KynpTypHOe Hacieque.
CrneuunanbHoe [IporpaMma aJis 3€KTPOHHO-BBIUUCIUTENBHBIX MAIlIMH, CO3/1aBaeMasi B
MPOrpaMMHOE pamKax cozgaHus win pa3BuTusi CUCTEMBbI, B TOM YHCIIE TOCPEICTBOM
obecrnieueHue HACTPOUKH (a1anTaiuu) MPorpaMMHOTO 00ECTICUCHUS,

MpUHAJIEKALIET0 TPETHUM JulaMm win Mcnoanurento.

Tab6numa 2 — [lepeyeHb COKpaIieHHi.

Cokpamenue

Onucanue

APM

ABTOMaTI/ISI/IpOBaHHOG pa6oqee MECTO, HpOFpaMMHO'TeXHI/I‘ICCKI/Iﬁ
KOMIIJICKC AC, Hpe,I[HaSHaLICHHHﬁ JJI1 aBTOMAaTU3aluu JCATCIIbHOCTH

OIIpCACIICHHOI'O Ba

Bl

basza nanHbIx

ncC

Nudopmannonnas cucrema

oC

OnepannoHHas CHCTEMa - KOMITJIEKC B3aMMOCBSI3aHHBIX ITPOTPAMM,
MpeAHa3HauYeHHBIX IS YIIpaBIEHUs pecypcaMu KoMITbloTepa (cepBepa)

" OpraHu3anuu B3aUMOJECHUCTBHS C II0JIb30BaTEIEM
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[IporpammHoe obecnieueHue, COBOKYITHOCTb TPOrpaMM CUCTEMBI
00paboTKu HHGOPMAIIMHU U TPOTPAMMHBIX TJOKYMEHTOB, HEOOXOANUMBIX

JJId OKCIUTyaTaluy 3TUX IMpOorpamMm

CYB]I

Cucrema YHpaBJICHUA Oazoi JAaHHBIX, COBOKYITHOCTb IIPOTPAMMHBIX U
JIMHI'BUCTUYCCKHUX CPCACTB 06mero WK CIICHHUAJIbHOT'O HAa3HAYCHU A,
06€CH€‘II/IBaIOHII/IX YHOpaBJICHUEC CO3AaHUEM U UCITOJIb30BAHUEM 0a3

JaHHBIX

CM5B

Enunas cucrema MeXBEJOMCTBEHHOI'O SJICKTPOHHOT'O B3aHMMOJCHCTBUS




2 CoctaB ¥ TexHHYeCKOe o0ecreyeHue

2.1

Texunueckoe odecrneyeHue

B Tabnune 3 mpencraBieH COCTaB M OCHOBHBIE MapaMeTphl CEPBEPHOrO TEXHUUECKOTro oOecmeueHus: st AKIeHT — KynbTypHoe

Hacjacauc.

Tabmuma 3 — CoctaB ¥ mapamMeTpbl CEPBEPHOIO TEXHUYECKOTO 00ECTICUCHHUS.

Web o
] . Non- Monitoring
Server o Relational Relational ) _
Application Relational | Message & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
DB (Accent) ) ) (MongoDB | (Kafka) (Prometheus | (Airflow)
) ) & Grafana)
(Redis)
(npeduxc) -h gzhi- hi-app01 | gzhi-pgsqlol | gzhi-pgh01 himgo1 | ¥ ni-mono1 | &
umst cepsepa (mpedukc) -hunt gzhi-app gzhi-pgsq gzhi-pg gzhi-mg gzhi-mon _
prepatip web01 kafkaOl airflow01

Tun BeIIEIAEMOTO BUPTYAJTBHOTO Cepsep Cepsep Cepsep

CepBep ¢ | Cepsep Cepsep 6a3b1 | CepBep 6a3bl Cepsep
cepBepa (Hanmpumep, GhanIoBbIA 0a3bl IIWHBI MOHHUTOPHUHT

BeO- IMPUITOKCHU JaHHBIX JAHHBIX IIIaHUPOBIIN
cepBep, cepBep MPUIIOKEHUM, CEPBED JIAaHHBIX JAHHBIX au

KIIMEHTOM | f postgresql pgbouncer K
0a3 TaHHBIX, CEpBEP AOCTyMNa U Mp.) MongoDB | Kafka JIOTUPOBAHUSA




Web

] ] Non- Monitoring
Server o Relational Relational ] _
Application Relational | Message | & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
DB (Accent) ) ) (MongoDB | (Kafka) (Prometheus | (Airflow)
. ) & Grafana)
(Redis)
Centos 7 Centos 7 Centos 7 Centos 7 Centos 7 Centos 7 Centos 7 Centos 7
x86_64 x86_64 x86_64 x86_64 x86_64 x86_64 x86_64 x86_64
minimal, minimal, minimal, minimal, minimal, minimal, minimal, minimal,
Rocky Rocky Linux | Rocky Linux | Rocky Linux | Rocky Rocky Rocky Linux | Rocky Linux
Linux 8 8 x86_64 8 x86_64 8 x86_64 Linux 8 Linux 8 8 x86_64 8 x86_64
x86 64 minimal, minimal, minimal, x86 64 x86 64 minimal, minimal,
minimal, Ubuntu Ubuntu 20.04 | Ubuntu minimal, minimal, Ubuntu 20.04 | Ubuntu 20.04
OrneparmoHHasi CUCTEMA,
Ubuntu 20.04 LTS LTS amd64 20.04 LTS Ubuntu Ubuntu LTSamd64 | LTS amd64
yCTaHaBJIMBa€Masd Ha BPIpTyaJ'IBHBIfI
20.04 LTS | amd64 (Focal Fossa), | amd64 20.04 LTS | 20.04 LTS | (Focal (Focal Fossa),
CCPBC
pReEp amd64 (Focal Astra Linux (Focal amd64 amd64 Fossa), Astra | Astra Linux
(Focal Fossa), Astra | Common Fossa), Astra | (Focal (Focal Linux Common
Fossa), Linux Edition 2.12 Linux Fossa), Fossa), Common Edition 2.12
Astra Common x86_64 Common Astra Linux | Astra Edition 2.12 | x86_64
Linux Edition 2.12 | (Orel), Astra | Edition 2.12 | Common Linux x86_64 (Orel), Astra
Common | x86_64 Linux Special | x86_64 Edition 2.12 | Common | (Orel), Astra | Linux Special
Edition (Orel), Astra | Edition 1.7 (Orel), Astra | x86_64 Edition Linux Edition 1.7
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Web

] ] Non- Monitoring
Server o Relational Relational ] _
Application Relational | Message | & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
DB (Accent) ) ) (MongoDB | (Kafka) (Prometheus | (Airflow)
) ) & Grafana)

(Redis)

2.12 Linux x86_64, Alt Linux (Orel), 2.12 Special x86_64, Alt

x86_64 Special Server 10 Special Astra Linux | x86_64 Edition 1.7 Server 10

(Orel), Edition 1.7 | x86_64 Edition 1.7 Special (Orel), x86_64, Alt | x86_64

Astra x86 64, Alt x86 64, Alt | Edition 1.7 | Astra Server 10

Linux Server 10 Server 10 x86_64, Alt | Linux x86_64

Special x86 64 x86 64 Server 10 Special

Edition 1.7 x86_64 Edition 1.7

x86_64, x86_64,

Alt Server Alt Server

10 x86_64 10 x86_64
KonnuecTBo simep kaxaoro

2 4 8 4 4 4 4 4
BUPTYAJILHOT'O IIPOLIECCOPA, LIT.
O6mwem onepaTuBHOM nmamstH, ['b 8G 8G 64G 8G 8G 32G 8G 8G
KomnuectBo BUPTYAJIbHBIX XECTKUX

2 4 4 2 2 3 3 2

JIMCKOB, IIIT.




Web

] ] Non- Monitoring
Server o Relational Relational ] _
Application Relational | Message | & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
(Accent) (MongoDB | (Kafka) (Prometheus | (Airflow)
DB ) )
. ) & Grafana)
(Redis)
O06beM 1-ro BUPTYyaJIbHOTO KECTKOTO
1 (SSD) 1 (SSD) 1 (SSD) 1 (SSD) 1 (SSD)
nucka, I'b. Pazouenue aucka Ha 1 (SSD) 1 (SSD) 1 (SSD)
pas3zeinsl
/boot 1G (xfs) 1G (xfs) 1G (xfs) 1G (xfs) 1G (xfs) 1G (xfs) 1G (xfs) 1G (xfs)
swap
/
O0BeM 2-ro0 BUPTYaJIbHOTO KECTKOTO
nucka, I'b 99 (SSD) | 99 (SSD) 99 (SSD) 99 (SSD) 499 (SSD) |99 (SSD) | 99 (HDD) 99 (HDD)
Pa3buenue nucka Ha pa3iensbl:
/data
/ 99Gb (xfs) | 99Gb (xfs) 99Gb (xfs) 99Gb (xfs) 499Gb (xfs) | 99Gb (xfs) | 99Gb (xfs) 99Gb (xfs)
/db
O6beM 3-r0 BUPTYaJIbHOTO KECTKOTO £00
nucka, I'b 500 (HDD) | 500 (HDD) (HDD) 500 (HDD) 500 (HDD)

Pa3buenue aucka Ha pa3zenb:




Web

] ] Non- Monitoring
Server o Relational Relational ] _
Application Relational | Message | & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
DB (Accent) ) ) (MongoDB | (Kafka) (Prometheus | (Airflow)
) ) & Grafana)
(Redis)
500Gb
/db 500Ghb (xfs) 500Gb (xfs) | 500Gb (xfs)
(xfs)

/data 500Gb (xfs)
/backup
O6beM 4-ro BUPTYaIBHOTO KECTKOTO
awucka, I'b 500 (HDD) | 500 (HDD)
Pa3buenue nucka Ha pa3zaensbl:
/backup 500Gb (xfs) | 500Gb (xfs)
KomanuectBo BUPTYAJIbHBIX CCTCBBIX

1 1 1 1 1 1 1 1
uHTEep(PeicoB, 1IT.
BHelHui Oenbiit [P-agpec (na/uer) Ja HET HET HET HET HET HET HET
BHyTpeHHUM [P-anpec (1a/Her) na na na na na Ja na na

[Inanupyemoe Koan4ecTBoO

noss3oBareiieit UC, yen.




Web

] ] Non- Monitoring
Server o Relational Relational ] _
Application Relational | Message | & Logging Workflow
(NGINX) DB DB
Server DB Broker Server Manager
& Cache (PostgreSQL. | (PgBouncer )
DB (Accent) ) ) (MongoDB | (Kafka) (Prometheus | (Airflow)
. ) & Grafana)
(Redis)
T noAKIHOYEHHUS TI0JIb30BATENIEN
NC, pazmeniaemoit Ha BUPTYyaJlbHOM
cepsepe (Harpumep, TepMuHaNIbHBIN, | http, hitps | Her HET HET HET HET HET HET
MIPOTrPaMMHBIN KJIUEHT(TOJICTBIN),
BeO-uHTEpdEric)
IP-anpeca nonb3oBaresneit CUCTEMBI,
BCE HET HET HET HET HET HET HET
JUIsL TocTyna
Jlorun agMuHHCTpaTOpa
root root root root root root root root
BUPTYaJIbHOTO CEepBeEpa
Tun mogxroueHNS
agmunuctpatopoB UC, pazmemnaemoit
ssh, 22 ssh, 22
Ha BUPTYaJIbHOM cepBepe (Harnpumep, ssh, 22 mopt | ssh, 22 mopt | ssh, 22 mopt | ssh, 22 mopt ssh, 22 mopt | ssh, 22 nopr
nopT nopT

TEPMUHAJIBHBIN, IPOrPAMMHBIN

KJIMEHT(TOJICTHIN ), BeO-UHTEp(DEIic)
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2.2 MHuppacTpyKTypHbIe HA3HAYEHUS CEPBEPOB

Cepeepa Axuent — KynbTypHoe Hacieawe KiacCUPUIMPYIOTCS — TIO
uHbpacTpykTypHOMY HazHaueHuto. [Ipu 3ToM, B mensix obecrieuenust 6ecriepeOoiHOM
pabotret UC nns xaxgoro MH HeoOXoaumo BbIAEISETCS HECKOIBKO OJIHOTHITHBIX
CEpPBEPOB CO CXOKMUMHU TEXHUYECKMMU  XapakTepuctukamu. s  Kaxaoro
UHPPACTPYKTYPHOTO HA3HAYEHHUs OIpeAesieH Habop MakeToB, pPOJeil, CEepBUCOB U
KOMIIOHEHTOB CHCTEMbI, KOTOpBI€ pa3BopauMBaioTca Ha cepsepe. s AKIEHT —
KynbrypHOe Hacneane onpeeieHsl cleAyonue NHPPacTpyKTypHbIE HA3HAUYCHUS:

- WEB cepBep (web). IlocraBasier kmuentckomy IIO (mporpammuoe
o0ecrieueHrne)  MPOrpaMMHBIM  KOA,  OOECHEeuMBAIOIIMNA  HEMOCPEICTBEHHOE
B3aMMOJICHCTBHE C TIOJIb30BaTeneM. [[prHIMaeT 1 aBTOPU3yeT 3aMpoChl OT KIMEHTCKOTO
I10.

- APP cepsep (app). ObecnieunBaeT TOMOIHUTEIBHYIO 00pabOTKY 3aIpoCOB
ximeHTckoro [10 k cepBucam AkueHT — KynpTypHOeE Hacnenue.

- Cepsep pemsimonnoit b/ (6a3a mannbix) (pgsqlmain, pgsqladd2, pgb01,
pgb02). ObecneunBaet padoty pensiunonnon b/l (PostgreSQL)

- Cepsep HepensanuonHoi b/[ (mongodb). ObecnieunBaeT paboTy TOKYMEHT-
opuentupoBanHoit b (MongoDB).

- CepBep mmubl ganHbix (Kafka). Bpokep cooOmenuii. OOGecnieunBaer

[EHTPAIM30BaHHBIN cOOp, TIepenady u 00paboTKy COOOIICHHIA.

2.3 Oo01ee nmporpaMMHoOe odecriedeHne

CpenctBa  00mIero  mporpaMMHOIO  OO€CTHeYeHHUsT  CEpPBEpPHOM  yacTu
YCTaHABJIMBAIOTCS HA KOMIUJIEKC TEXHUYECKUX CPEJICTB, COCTAB KOTOPOTO TPECTaBICH

B nojpasnenie 2.1 B COOTBETCTBUU ¢ TaOuIeH 4.
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Tabmuua 4 — CoctaB cepBepHOTo OOIIETro MPOrpaMMHOI0 00ecIieYeHusl.

HNwms cepBepa

O01ee nporpaMmmMHoe odecnevyenmne

Haszunauenue

web

Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64, Docker,
Openresty, Consul, Consul-template,
Redis, GlusterFS

WEB cepsep

app

Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64, Docker,
GlusterFS

APP cepgep

pgsqlmain

Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64,
PostgreSQL 12, Partroni,
pg_probackup

Cepgep pensauronHon b/

pgh01

Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64,

PGbouncer, Keepalived

Cepsep penaunonHoi b/]

mongodb

Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04

Cepsep HepensiunoHHou b/

12




Ne | Ums cepBepa | OOmiee mporpaMmMHoe o0ecrnieyeHue Ha3znauenmue

LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64,
MongoDB

6 | kafka Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86 64, Kafka,
Zookeeper

Cepaep

PacnipeneneHHbIi OpoKep cOOOIICHMIA

7 | geoserver Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel), |Cepsep kaprorpaduu
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64, Django,
Geoserver, TomCat

8 | public Centos 7 x86_64 minimal, Rocky
Linux 8 x86_64 minimal, Ubuntu 20.04
LTS amd64 (Focal Fossa), Astra Linux
Common Edition 2.12 x86_64 (Orel),
Astra Linux Special Edition 1.7
x86_64, Alt Server 10 x86_64, Docker,
Openresty, Consul, Consul-template,
Redis, GlusterFS

WEB cepsep

CocTaB KJIMEHTCKOTO OOIINEr0 MPOrpaMMHOTO OOeCreueHus: MPEeACTaBICH B

tabmnure 5.
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Tabmuua 5 — CocTaB KIMEHTCKOTO OOIIEro MPOrpaMMHOTO 00ecrieueHusl.

- Microsoft Office;
- Libre Office;

- Moti odwuc.

Ne HaunmenoBanmue Ha3nayenue
1 Windows 7, 10 uim Linux (Desktop OmnepanmonHas cuctema
Edition)
2 Mozilla Firefox 30 unu nHoBee, Google Bpayzep
Chrome 29 wiu HOBee,
Sunexc 6paysep 18 unu HOBee,
mo0oii Opaysep Ha ocHoBe Blink 537 unm
HOBEE
3 OnuH U3 crneayomux OQUCHBIX TAKETOB: CpenctBa, NO3BOJISIOIINAE OTKPBIBATH (PaidiIbl

dopmaroB opucHbix mpuaoxenuit (Word,
Excel, PowerPoint, Visio, Project, «Moit
Oducy, OpenDocument Format), popmaros
1dpoBbIX (aiinos (M300paskeHus, ayano,

Buzieo), hopmaros PDF, TIFF, Be6-hopmaTos

2.4 ChneumnajabHOe NPOorpaMMHoOe odecriedeHne

B cocraB CIICOHUAJIbHOT'O IIPOTpaMMHOI'O oOecreyeHus BXOOAT CICOAYIOIMINC

KOMIIOHEHTHI AKIIeHT — KynbTypHOe Hacnenue:

- MOI[y.HI) dBTOMAaTHu3allun JCATCIIBHOCTHU II0 CTPOUTCIBHOMY HAA30PY

Hwxeropockoit o6aacTu;

- MOI[YJ'H:: aBTOMAaTU3alun ACATCIbHOCTH 110 MHCIICKTUPOBAHUIO JKUIJIUIITHOTO

dbonna Huwkeropoackoit 061acTu;

- MOI[YJ'H:: aBTOMaTu3alnu KOHTpOHBHO-HaHSOpHOﬁ ACATCIIbBHOCTH OPraHoOB

UCIIOJTHUTENbHOM BiiacTu Hukeropoackoi o6yiactu.

14




2.5 KommnoneHThl mporpaMmMHoro otecmnedennsi AxkueHT — KyabTypHoe

HacJ1eamue

Axunent — KynbTypHOE Hacieaue COCTOMT W3 CICAYIOINIMX KOMIIOHCHTOB
CHEHMAIBFHOTO MPOTPAMMHOTO 00ECIICUCHHUS

- Kowmmonent UserWebClient — comep uT ¥ NpenocTaBisieT KIMEHTCKOMY
[1IO (Opay3epy) KIMEHTCKANA TIpOrpaMMHBIM KOjJ Ha s3bike JavaScript s
B3aMMOJICHCTBHSI C MOJIb30BATETIEM.

- Kowmmonent SystemService — XpaHuT U npeoCcTaBIsieT KOHPUTYPALIIOHHbBIE
napamMeTpPhl CUCTEMBI.

- Kowmmonent AccessEditor — mpoBoauT ayTeHTH(HKAIIMIO TMOIH30BATEII,
MOCTABJISIET CBEJCHUS O TI0JIb30BaTelie, POJM U TpaBax JIOCTyla OCTaJIbHBIM
KOMITOHEHTaM.

- Kowmmonent ObjectEditor — o0ciyxuBaer 3ampockl pa3paOoT4HMKa Ha
U3MCHCHHE CTPYKTYpbhl WH(GOPMAIIMOHHOW Oa3bl CHCTEMBI, BBITIOJHEHHE HACTPOCK
CHCTEMBI Yepe3 PeIaKTop.

- Kowmmonent RegistryService — o0ciyxuBaeT 3ampockl Ha BBIOOPKY,
N00aBICHHE U aKTyallM3alliio0 JAaHHBIX B CHCTEME.

- Kowmmonent LogicEditor — BbITONHSET NpeayCMOTPEHHBIE PETrJIaMEHTOM
MpOLETypbl TIPU TOCTYIJICHUM HOBBIX CBEJICHUN B COOTBETCTBUHM C HACTPOCHHBIMU

Ou3HeC-Tpoleccamu.

- Kowmmonent MenuEditor — IlpemoctaBisier THOKYI0 HacTpauBaeMylo
cTpykTypy pasnenos AUC.
- KommoneHT InterfaceEditor — MIPENOCTABIISET HaCTPOMKH

MOJI30BATEIHCKUX UHTEPPEHCOB B 3aBUCUMOCTH OT POJIM TIOJIB30BATEI U BEIOPAHHOTO
pasznena.
- Kowmmonent EtlEditor — mpemocraBiser cpeactBa HMIOPTa/IKCIOPTA

JaHHBIX B CUCTCMC, a4 TAKXKC HHCTPYMCHTBI HHTCTPAllhN.
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3 YcranoBka MNHoACUCTEM AKHCHT - Ky.]'leypHoe HacJ1eaue

PazepreiBanne AxkieHT — KynbTypHOE Hacienue Ha cepBepax MPOUCXOAUT

YAAJIICHHO I10 CCTHU IIPHU ITOMOIITHU ansible B aBTOMaTHYEeCKOM PECKUMC.

3.1 TpebGoBanus k paboueMy MecTy OllepaToOpa pa3BepThIBaHUSA

B kadecTBe ymnpapisiomiei MamldHbl MOKET UCIOJIb30BATHCS KOMITBIOTEP IMOJ
YOpaBJICHUEM Ppa3IUuHbIX AucTpuOyTuBOoB Linux wmmum Mac OS. PabGoumne wmecrta
orepaTopa pa3BepThIBaHUS O] yMpaBlI€HUEM oOlepalroHHol cucteMbl Windows He
HOJIICPKUBAIOTCS.

Ha pabGouem mecte omeparopa pa3BepThIBaHUS JOJKHBI OBITH YCTAHOBIJICHBI
cienyromue naketsl [10 u ux 3aBUCUMOCTH:

- python 2.7 (unTepnperarop s3bika mporpammupoBanus Python 2);

- python-pip (yrunura ynpaenenus nakera [10 Ha python);

- CpPEeACTBO Jyist pabOThI C CUCTEMOM KOHTPOJISL BEpCcHid git;

- CPEICTBO YJAJIECHHOTO aIMUHUCTPpUpOBaHUs ansible;

- cpeactBo oOMeHa OUOIMOTEKaMu ONHUCAHUS HMHPPACTPYKTYpPHI poJiei

ansible-galaxy.

3.2 TloaroroBka paGouero Mecra onepaTopa pa3BepTbIBaHUA

BoimonnuTte  cnegyromue  HeoOXOAMMBIE — JACWCTBUA  JUISL  TOATOTOBKH
YOPABJSIIOIIEN MAIIMHBI K BBINOJIHEHUIO NPOLEAYpPbl pa3BepThIBaHUS AKLEHT —
KynbTypHOe Hacnenue:

- IlonmyuuTe HCXOAHBIM KOJI OMNHMCAHUA WHMPACTPYKTYpbl M3 CHCTEMBI
KOHTPOJIsSI BEPCUU git clone http://<ampec
git>/<rpynna>/infrastructure2.0

- Ilepeligute B KaTaJor pENo3UTOpUS C OINHUCAHUEM HWHQPACTPYKTYpPHI

cd infrastructure?2.0
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- YcranoBute HeoOXxoauMmbie Oubmmoreku Python mist koppekTHOH paboThI
CUCTEMBI YAAJIEHHOTO aBTOMATHU3UPOBAHHOTO pa3BepTHIBaHUS
pip install -r requirments.txt

- CkauaiiTe o0mue dYacTH ONMCAHUA UHQPACTPYKTYphl W3 OTKPBITOTO

peniosutopus ansible-galaxy

ansible-galaxy install -r requirements.yml

3.3 Onucanmue CTPYKTYPbI naKerTa ABTOMAaTHU3HMPOBAHHOIO

pa3BeprTbiBaHus AKLEHT — KyJbTypHoe Hacieque

Cucrema nmeet 3 cios:

—  bazoBrrii cioi: yCTaHABJIMBAET BCE HEOOXOAUMBIE MaKEThl  JJIs
KOPPEKTHOM cOopku mnpuioxkeHus. OH A0MKeH ObITh NMPUMEHEH KO BCEM cepBepam
Axkuent — KynerypHoe Hacnenue TO He3aBUCHMO OT HHPPACTPYKTYPHOIO Ha3HAYEHUS
1 CepBUCHOr0 Habopa. ba3oBhIi C10# COMEPIKUT CIETYIONINE POIH:

1)  ntp — mpOTOKOM JJIsl CHHXPOHU3AIIUN BPEMCHH;

2) pip — cucrema ynpasieHus nakeTamu s Python;

3) def-packages — HeoOXxomuMmble MaKeThl JJIsi YCTAHOBKU OHOIMOTEK
(peno3uTopuii postgresql, gce, unzip, wget);

4) sysctl;

5) hosts-file noGaBnsem B (aiin /etc/hosts pabourie MMeHa APYTUX
UHPPACTPYKTYPHBIX €AUHUIL;

6) limits-conf;

7)  firewalld-ports oTkpsiBaeT He0OX0aUMBIC OPTHI B mTaTHOM firewall
OMEepPallMOHHON CUCTEMbI HACTPAUBAEMOTI'0 CEPBEPA.

—  CepBHUCHBIN CIION: yCTaHABIMBAET POJU CEPBUCOB, HEOOXOJAMMBIX IS
HOpMasIbHOM paboThl Ak1ieHT — KynbTypHoe Hacieaue TO. CepBUCHBIE POJIH ACTSATCS MO
nH(paCTPYKTYpHOMY Ha3HAUCHUIO cepBepoB. Himke mepeuncinensl nHOPacTpyKTypHBIC

HA3HAYEHUS U CIIUCOK POJieH, KOTOpble OyAYT pa3BepHYTHI.
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Ha cepBepax ¢ ua(]ppacTpykTypHbIM Ha3HaueHueM backend ycranaBimBaroTcs
CIICYIOIINE POJIH:

- glusterfs — cimy»x06a st XpaHeHusI U iepeaayun Gaisios;

- docker — 1O mns ynpaBieHHs TPUIOKESHUEM C IIOMOIIHIO KOHTEHHEPOB.

Ha cepBepax ¢ mHOpacTpyKTypHBIM HazHaueHHeM frontend ycTaHABIMBAIOTCS
CIICYIOIINE POJIH:

- docker — I1O mis pacpocTpaHeHHS] KOMITOHEHTOB MTPHIIOKEHUS COBMECTHO
C 3aBUCUMOCTSAMHU B (DOpME KOHTCHHEPOB;

- consul — ciryxx6a [utst MoIepIKaHUsT CEPBUCOB;

- consul-template — ciayx0a a5 ynpaBieHuss KOHQUTYPAITUSIMH,

- openresty — Beb cepBep C moaaepxKoii lua;

- redis — pe3unenTHas cucrema ynpasienus b/l;

- glusterfs — cimy»x0a 1y1st XpaHeHUsI U iepeadu Gaisios.

Ha cepBepax ¢ nndpacTpyKTypHBIM Ha3HAY€HHEM pgbouncer ycTaHaBIMBAIOTCS
CIICYIOIIINE POJIH:

- pgbouncer — mporpaMma, yIpasJstolias IyJoM COSAMHEHUI postgres;

- keepalived — I1O nns obecniedeHust BRICOKOH OCTYIMHOCTH (TIIaBAOIIUH ip-
ajzpec).

Ha cepBepax ¢ mH(MpacTpyKTYpHBIM Ha3HAYCHUEM pOStgres yCTaHABJIUBAOTCS
CIICYIOIINE POJIH:

- postgresql — oowexTHO-pemsionHas CYB/I;

- partroni — OTKa30yCTOWYMBBIH KiIacTep postgres ¢  MOAICPKKOU
KOHTPOJIMPYEMOTO M aBTOMAaTHYECKOTO aBapUITHOTO MEPEKITIOUCHNS;

- pg_probackup — yTuauTa Ui yrnpaBieHUs Pe3epPBHBIM KOMHMPOBAHUEM H
BoccTaHoBJieHHEM B/I.

Ha cepBepax ¢ mHbpacTpyKTypHBIM HazHaueHHeM mongodb ycTaHaBIMBAIOTCS
CIICYIOIIINE POJIH:

- mongodb — nokymenToopuentupoBantnas NoSQL CYB/I.

Ha cepBepax c wunbpacTpykrypHbiM Ha3zHaueHueM kafka yctanaBmmBaroTcs

CIICYIOIINE POJIH:
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- kafka — pacnpenen€nnprii mporpamMmmMHbIi OpOKep COOOIICHUH,

- ZOOKeeper — IeHTpaJM30BaHHAsI CITy>KOa ISl TMOAJISPKKU HHMOPMAIH O
KOH(Urypalyi, HMCHOBaHHS, OOCCIICYCHUS pACHPEICICHHON CHHXPOHU3AIMHA |
NPEOCTABICHUS TPYIIOBBIX CITYXO.

Ha cepBepax ¢ HHPpacTpyKTYpHBIM Ha3HAYCHUEM MONitoring yCTaHABIMBAIOTCS
CIICYIOIINE POJIH:

- Cno#t moctraBku deployment ycTaHaBIMBaeT KOMITOHEHTHI CHCTEMBI Ha
cCepBep B 3aBUCUMOCTH OT €ro HWHQPACTPyKTYpHOro HasHadeHus. Hacrpoiika
OCYIIECTBIISIETCSl TyTeM peAakTHpoBaHusi (aima site.yml. HeoOxommmo ykaszatb
Ha3BaHUS KOMITOHEHTOB, TPYIIITy XOCTOB, KOJIMYeCTBO Komuil. [Ipumep pasBepThIBaHUS

komrmoHeHTa Userwebclient va cepsepax ¢ UH frontend npusenen Ha pucynke 1.

yyment . yml

rclient

frontend

Pucynoxk 1 — [Ipumep pa3BepThiBaHusi KOMIOHEHTa userwebclient Ha cepepax ¢ MH frontend.

3.4 IlnanupoBaHue HHPPACTPYKTYPHI

CymiecTByeT TpH TOTOBBIX BapHaHTa HHQPPACTPYKTYpbl IJsl pa3BepThIBAHUS
AxueHt — KynerypHOoe Hacnenue.
- 3amycK Ha BBIIEJIECHHOM CEpBEpPE BCEX KOMIIOHEHTOB CHCTEMBI H

HGO6XOI[HMI>IX CCPBUCOB C OCJIbIO TCCTUPOBAHHA 1100 HN3YyUCHUA

#ansible-playbook site.yml -i /enviroments/test/inventory.yml

- 3amyCcK Ha PE3EpBHBIX MOIIHOCTSAX C Pa3BEPTHIBAHUEM  KaXKJOrO
UHOPACTPYKTYPHOTO Ha3HAYEHUS Ha OTACIBHOM cepBepe. Bce uHPppacTpyKTypHBIE
Ha3HayeHUs OyayT pa3BepHYTHl B EAMHCTBEHHOM 4YHCJIE 0€3 pe3epBUPOBAHUS U

KJIacTepU3alun

#ansible-playbook site.yml -i /enviroments/preprod/inventory.yml
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- PazBepteiBanne AkueHT — KynerypHoe Hacnenue TO Ha knactepe u3 11

CEpPBEpPOB C  PE3EpPBUPOBAHUE HH(PPACTPYKTYPHBIX  HA3HAYEHUH  #ansible-

playbook site.yml -i /enviroments/prod/inventory.yml

3.5 Pa3BepTbiBaHNe HA HH(PPACTPYKTYPY

JIJisi BBITIOJTHEHHS OTEpaliu pa3BEPTHIBAHUS HEOOXOJUMO OTPEIAKTUPOBATH
¢baii1 /environments/<infra-var>/inventory.yml, TA€ <infra-var> SBISICTCA
BbIOPaHHBIM Ha MPEIBIAYIIEM Iare BapuaHToM uHOpacTtpykTypsl MC. Ykaxute ip
agpeca  CEpBEPOB  KaXAOro  HHPPACTPYKTYpHOrO  Ha3HAuYCHUsS.  BbImogHuTe

CJIEAYIOIIYI0 KOMaHY:

#ansible-playbook site.yml -i /enviroments/<infra-var>/inventory.yml

3.6 OOHOBJ/ICHHME CHCTEMBI

[Iporecc HeMpepbIBHOM MOCTABKH MOAPAa3yMEBAET CUCTEMAaTHUYECKYIO JOPAOOTKY
komnoHneHToB MC u ckopeiilyio qocTaBKy OOHOBJIEHHMM B pabouyio cpeny. s

OOHOBJIEHUS! KOMIIOHEHTOB CHUCTEMbI OTPEAAKTUPYUTE Paill site.yml YKaXKUTE B MOJE
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version 0OoOJee CBCXKYIO BCPCHIO HIIM KIIHOYEBOC CIIOBO latest, a4 3aTCM BBIIIOJIHUTEC

KOMaHay

#ansible-playbook site.yml -i /enviroments/<infra-var>/inventory.yml
, 31€Ch /<infra-var>/ HAUMEHOBaHHE BapruaHTa HHPPACTPYKTYPhI, HA KOTOPOH Oy IeT
BBITIOJIHEHO OOHOBJIEHHE.

Ecmu ectb HGO6XOI[I/IMOCTB O6HOBI/ITB TOJIbBKO HCKOTOPBIC KOMITIOHCHTBI CUCTCMBbI
- 3aKp0ﬁTC KOMMCHTApHUEM 4aCTU KOJa B site.yml, YKa3bIBaOIMC Ha KOMIIOHCHTHI,

OOHOBJIATH KOTOPBIE HEXKEJIATEIbHO.

3.7 Topu3ontanabHoe MmacmiTabupoBanue AkneHT — KyibTypHoe Hacjieque

JInst onTUMU3anrK MPOU3BOIUTENBHOCTA AKIIEHT — KyIIbTypHOE Hacieaue B XoAe
DKCIUTyaTallMM ~ MOXET  BO3HUKHYTh  HEOOXOJMMOCTh B  TOPU3OHTAIBLHOM
MacitabupoBanuu. llenbl0 TOPU3OHTAIBLHOTO MACIITAOUPOBAHUS SABISETCS OoJiee
3¢ dexTuBHOE MOTPEOIECHUE CUCTEMOI BBIYMCIUTEIBHBIX BO3MOXKHOCTEN CEPBEPOB, Ha
KOTOPBIX PpPa3BEpHYTbl €€ KOMIOHEHThI. I BBINOJHEHHS TOPU3OHTAIBHOIO
MacIITa0UPOBaHUS B CUCTEME aBTOMATHU3UPOBAHHOTO PAa3BEPTHIBAHUS MPETyCMOTPEHBI
daitnel  ommcanus HacTpoek i ansible (mmeiOykum): Increase_replicas.yml wu
decrease_replicas.yml, pacIoI0KeHHbBIC B Karajore
tree/master/playbooks/app_level playbooks Onu npeanasHaveHbl 1 yBEIMYCHUS WK
YMEHBIIIEHUSI KOJIMYECTBA PEIUIMK CEPBHCA-KOMIIOHEHTa CUCTEMBbI B OKpyxeHusx. Ha
BXOJl IPUHUMAIOT CJEAYIOIIME MapaMeTpbl: COUNt — KOJIMYECTBO PEIUIMK CEpBHCA, Ha
KOTOPO€ HYXHO M3MEHHUTh TeKyIlee KoimuecTBO («1» mo yMmondaHuto), sname — ums
KOMITOHEHTa 0053aTEIbHOE K YKAa3aHUIO.

[1neli0yk M3MEHSET KOJIMUECTBO PEIIMK Ha yKa3aHHOE, OepET TEeKyIllee COCTOSTHUE
(KOMYECTBO PEIUIMK U BEPCHUIO cepBHCca) U3 okpykeHus. [locne 3aBepiieHus onepaiuu

MacIITaOupoOBaHus TUIEHOYK OOHOBIISIET YKa3aHHBIE MTapaMETPhI.
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3.8 Ortkart K npeabiAyuieii Bepcuu

B cayuae, xorma mociie oOHOBJIEHHS CHUCTeMa pabOTaeT HEKOPPEKTHO, MOMKET
BO3HUKHYTDH H€O6XO,Z[I/IMOCTI> B OTKAT€ CHUCTEMBI K Hpem,mymeﬁ BCPCHUHU. Onepauml
OTKarta OCYIIECTBIISIETCS 3aIlyCKOM meioyka
tree/master/playbooks/app_level playbooks/rollback.yml. B kauectBe 00s3aTenpHOrO

apryMeHTa npeaacrcs Sname — uMs1 KOMIIOHEHTa CUCTEMBI, KOTOpBIﬁ HY>XHO OTKAaTHUTh.

3.9 TeCTl/IpOBaHI/Ie CUCTEMBI Pa3sBEePTHIBAHUA

Bce ponu nporectupoBaHsl ¢ moMolibo molecule.
Jist 3amycKa TeCTOB HEOOXOJMMO BBINOJIHUTH KOMaH/Y:

#molecule test -s vagrant
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4  Hacrpoiika noacucrem AKueHT — KyiabTypHoe Haciaenue

JlononnutenbHas HacTporka noacucreM AkueHT — KynbTypHoe Hacienne He
Tpedyercsa. CucreMa KOH(MUTYpUPYETCS aBTOMAaTHYECKU B PE3yJbTaTe BBIMOIHEHUS

I[CI\/’ICTBI/II\/’I, OIMMCAHHBIX B ITYHKTC 3 JaHHOI'O TOKYMCHTA.
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5 IIpoBepka pabotrocnocooHocTH moacucrteM AkueHT — KyabTypHoe

HacJ1eame

[IpoBepuTh cHCTEMy MOXHO C TIOMOINBIO 3apaHee TOJArOTOBJICHHBIX W
YCTaHOBJICHHBIX TPUITEPOB (chyImiarenell) Ha cepBepe MoHHTOpUHTA. C KaXIOTO
cepBuca oTIpaBiisgeTcs coopanHbie 1aHHble (checkhealth) o cocTostHuu camoro cepBuca,

B3aI/IMOI[CI‘/’ICTBI/II/I €T0 KaK C APpyTuMHU CCPBHUCAMHU, TaK U C CCPBCPaAMHU 0a3 JaHHBIX.
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6 CucreMHbIe COOOIIIEHUA

B xone ucnonHeHnst equHONW KOMaHABI pa3BepThiBaHus [10 MOTyT MOSBISITHCS
pasinyHble CUCTeMHbIE cooOIieHus ansible. Kak mpaBuiio, aHHbIe COOOIIEHUSI HOCST
WH(OPMAITMOHHBINA XapaKTep U OTPAKAIOT X011 pabOTHI 1O pa3BepThiBaHUI0. OTHAKO, TPU
HeBepHOM ykazanuu [P agpecoB, mposeit 1ocTymna K XxocTam, HECYIIECTBYIOIIUX POJieh U
JIPYTux omuOOK KOHUTyparuu inventory.yml BO3MOXKHO TOSIBIGHHE COOOIICHUN 00
ommnbOkax. MIx monpoOHOEe ommcaHWe CylmecTBYeT B JOKyMeHTamuu ansible. B ciydae
MOSIBJICHUST cOooOIIeHn 00 ommOKax CBsA3aHHBIX C Inventory.yml, ucmpaBbTe haiin
inventory.yml, ¥ BEITIOJIHATE TTOTIBITKY Pa3BePTHIBAHUS IIOBTOPHO.

Cucrema pasBeptbiBanus 110 mpoxoauT mpeaBapuUTeNbHOE TECTUPOBAHUE Kak
npu nomoi molecule, Tak U Ha TecToBBIX creHnax c¢ peanbHoit OC. Ecnu B xoxe
pa3BeptbiBanusa [10 nosBunuck ommbku HE cBsi3anHble ¢ inventory.yml, oHM MOryT
ObITH CIIEJICTBUEM JIMHAMUYHOTO pa3BUTUS HHPpACTpyKTypHOro okpyxkeHuss HUC.
Brimonuute git checkout <commit> g0 npeapiayiero paboyero commit, ¥ MOBTOPUTE

MONBITKY pa3BepHyTh [10.
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